Guide Set up and use digital signature in PDF documents

The following explanations refer to the setup with Adobe Acrobat Reader under
Windows 10. If you use another PDF program or operation System, the procedure
may differ.
The document is divided into three sections:

1. Set up digital ID/signature

2. Adding the handwritten signature as Appearance

3. Use digital ID/signature

Certificates required for using digital IDs!!!

In order to be able to use digital IDs in correspondence to sign documents,
they must be stored with certificates. The certificates show that the signature
or the document comes from the respective signer. This also protects the
document from subsequent changes. If someone willfully edits the document
later, the document loses its certificates and thus becomes invalid.

Since there are various certificates that can be used, it must first be clarified
which ones can be used at the university. The IT Service Center (ITZ) has
already been contacted about this, but has not yet received an answer. As
soon as it is clear which certificates can be used, this guide will be expanded
to include a section explaining where and how these certificates can be
obtained and how the digital IDs are stored with them.

1. Set up digital ID/signature

There are two different ways to set up the digital signature in Acrobat Reader.

Option 1
Step 1: You have already opened a form with a digital signature field. Click on the
digital signature field.



Proof of practical semester in the bachelor's deqree program BW
(presence), TBWI/IE, W'Info

(This form is for internal university purposes only. It does not result in any obligations on the part of the company. The actual intern-
ship contract, which regulates the legal relationship, is concluded between the intern and the company.)

To be completed before the internship

To be filled in by the student:

Name, first name: |Doe, John

Matriculation

number: 13245

Study program:|Bachelor Business Administration

Signature field -->

i| 1. Registration of the practical semester in the HIS
: has taken place Signature of the Student

Step 2: After clicking on the digital signature field, the following window will open:

Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

@ Max Mustermann (Digital ID file) View Details
K Issued by: Max Mustermann, Expires: 2027.04.25

@ Jane Doe (Digital ID file) View Details

Issued by: Jane Doe, Expires: 2027.04.26

Configure New Digital ID Cancel Continue

All available digital signatures are displayed in this area. Click “Configure New

digital ID"” to create a new signature.

Step 3: In the following step you can choose, if you (1) use a device, e.g. a smart
card, to create the signature, (2) import an existing ID or (3) create a completely

new one directly in Adobe.



Configure a Digital ID for signing

Select the type of Digital ID:
A Digital ID is required to 9

create a digital

signature.The most secure

Digital ID are issued by

trusted Certificate 1 ) Configure a smart card or token connected to your
authorities and are based computer

on secure devices like smart

card or token. Some are

based on files.

Use a Signature Creation Device

Use a Digital ID from a file

You can also create a new( 2) Import an existing Digital ID that you have

Digital ID, but they provide obtained as a file
a low level of identity
assurance.

( 3 ) Create a new Digital ID
Create your self-signed Digital ID

Cancel Continue

Select ,Create a new Digital ID” and confirm with “Continue”.
Step 4: You can then choose whether you want to save the digital ID as (1) a local
file or (2) save it in the Windows Certificate Store. Create the digital ID as a local

file.

Select the destination of the new Digital ID

Digital IDs are typically ( 1 ) @ Save to File

issued by trusted providers =7 s

that assure the validity of ] Save the Digital ID to a file in your computer

the identity.

Self-signed Digital ID may

not provide the same level Save to Windows Certificate Store

Ef N e Y ok ( 2 ) l Qm Save the Digital ID to Windows Certificate Store to

be accepted in some use 2 A
e g be shared with other applications

Consult with your recipients
if this is an acceptable form
of authentication.

Continue

Step 5: In the following window, enter your data (name, organizational Unit,

Organization Name, Email Address, country/region). For the Key Algorithm, keep



"2048-bit RSA” and under the item “Use Digital ID for” select “Digital Signatures

and Data Encryption”. Confirm your entries with “Continue”.

Create a self-signed Digital ID

Enter the identity Name ‘ John Doe ’

information to be used for

creating the self-signed Organizational Unit ACME department
Digital ID.
Digital IDs that are self- Organization Name 2

signed by individuals do not c
provide the assurance that Email Address ‘ john.doe@acme.com ’

the identity information is

valid. For this reason they ) 7 =
may not be accepted in Country/Region UNITED STATES
some use cases. - -

Key Algorithm ‘ 2048-bit RSA v

Use Digital ID for Digital Signatures
Digital Signatures

Data Encryption
Digital Signatures and Data Encryption

Continue

Step 6: Now you can specify the location of your ID. By default it is stored under
the following path:

C:\Users\'Name User Account’\AppData\Roaming\Adobe\Acrobat\DC\Security

It is recommended to keep this path.

Save the self-signed Digital ID to a file

Your Digital ID will be saved at the following location :
Add a password to protect

the private key of the e

Digital ID. You will need this C:\Users \AppData\Roaming\Adobe' Browse
password again to use the L )

Digital ID for signing.

Save the Digital ID file in a Apply a password to protect the Digital ID:
known location so that you
can copy it or back it up.

Confirm the password:




In addition to the storage location, you also specify the password with which you
authenticate your digital ID for each signature.

Confirm your entries with “Save”.

Step 7: You will now see the selection screen for your digital signatures again and

can use them to sign the documents provided for this purpose.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

John Doe (Digital ID file) View Details
Issued by: John Doe, Expires: 2027.05.16

Jane Doe (Digital ID file) View Details
Issued by: Jane Doe, Expires: 2027.04.26

Max Mustermann (Digital ID file) View Details
Issued by: Max Mustermann, Expires: 2027.04.25

Configure New Digital ID Cancel Continue

Option 2
Step 1: Open the settings (“Preferences”) via the menu at the top under the “Edit”

tab. Alternatively, you can also access the settings using the shortcut Ctrl+K.



File Edit 5 Help Citavi Picker

Hq

mended tools for you

More

Find Ctrl+F

Advanced Search Shift+Ctrl+F

Check Spelling

Protection

Acce ity

Preferences...

Step 2: If not done automatically, select the “Signatures” category. In the

“Identities & Trusted Certificates” area, click on the “More...” button.

Preferences X

Categories:

Digital Signatures
Commenting
Docuriients Creation & Appearance
Full Screen 3 3 A
« Control options for signature creation

« Set the appearance of signatures within a document

General More...

Page Display

Accessibility Verification
Adobe Online Services

« Control how and when signatures are verified More...

Email Accounts
Forms
Identity

Internet Identities & Trusted Certificates

JavaScript

Language

Measuring (2D)
Measuring (3D)
Measuring (Geo) Document Timestamping
Multimedia & 3D
Multimedia (legacy) « Configure timestamp server settings

« Create and manage identities for signing
» Manage credentials used to trust documents

More...

More...
Multimedia Trust (legacy)
Reading
Reviewing
Search
Security
Security (Enhanced)
Spelling
Tracker
Trust Manager
Units




Step 3: You will see the following window with all existing digital ID’s. Click “Add

ID” to create a new signature.

v

& Digital ID and Trusted Certificate Settings

“Roaming ID Accounts
Digital ID Files
MaxMustermann.pfx
JaneDoe.pfx
JohnDoe.pfx
Windows Digital IDs
PKCS#11 Modules and Tokens

Trusted Certificates

Step 4: Similar to

*.AddID _” Usage Options

Name

Max Mustermann <max.musterm...

Issuer

Max Mustermann <max.musterm...

Jane Doe <jan

Ly Certificate Details

Jane Doe <jan

John Doe <john com>

John Doe <john com>

Issued by:

Valid from:
Valid to:
Intended usage:

¥ Export
Storage Mechanism

Digital ID File

Digital ID File

Digital ID File

Max Mustermann
Musterabteilung

Max Mustermann
Musterabteilung

2022/04/25 14:01:39 +02'00"
2027/04/25 14:01:39 +02'00"

Digital Signature, Encrypt Document, Key Agreement

.C' Refresh & Remove ID

Expires
2027.04.2512:01:39Z
2027.04.26 10:58:52 Z
2027.05.16 10:47:56 Z

option 1 you can now choose whether you want to create a

completely new ID or import an existing one. Select ,A digital ID I want to create

now” and confirm with “Next >".

Add Digital ID

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your

digital ID is sent to others so that they can verify your signature. Add or create a digital ID using:

(O My existing digital ID from:

A file

A roaming digital ID accessed via a server

A device connected to this computer

® A new digital ID | want to create now

Cancel

< Back




Step 5: Now you choose whether to create the ID as a local file or store it in the
Windows Certificate Store. Select "New PKCS#12 digital ID file” to create a local

file and confirm with “Next >".

Add Digital ID X

Where would you like to store your self-signed digital ID?

@ New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKCS#12 format. This
common digital ID file format is supported by most security software applications,
including major web browsers, PKCS#12 files have a .pfx or .p12 file extension.

(O) Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

Step 6: Now enter your Data (Name, Organizational Unit, Organization Name,
Email Address, Country/Region). Select “"2048-bit RSA” as key algorithm and the

purpose of the digital ID. Confirm your entries with “"Next >".



Add Digital ID X

Enter your identity information to be used when generating the self-signed certificate.

Name (e.g. John Smith): IJohn Smith

Organizational Unit: IACME department

Organization Name: IACME

Email Address: Ijohn.smith@acme.com

Country/Region: | US - UNITED STATES v
Key Algorithm: | 2048-bit RSA vl
(VT T e DB {1 Digital Signatures and Data Encryption v

Step 7: Now choose the location of the ID and enter your password. The default
location for the ID is:

C:\Users\'Name User Account’\AppData\Roaming\Adobe\Acrobat\DC\Security

It is recommended to leave the default path. Once you have set up your password,

confirm your information by clicking on “Finish”.



Add Digital ID

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this

file using the Security Settings dialog.

File Name:

C:\Users\

Password:

AppData\Roaming\Adobe\Acrobat\DC\Sec | Browse...

Imm

I -

Confirm Password:

’m

Cancel

< Back

Step 8: You will now see your newly created digital ID in the overview.

(& Digital ID and Trusted Certificate Settings
) Digital IDs
Roaming ID Accounts
v Digital ID Files
MaxMustermann.pfx
JaneDoe.pfx
JohnDoe.pfx
JohnSmith.pfx
Windows Digital IDs
PKCS#11 Modules and Tokens

Trusted Certificates

*#.AddID 7 Usage Options - | Certificate Details (= Export 4 Refresh @ Remove ID

Name Issuer Storage Mechanism Expires
Max Mustermann <max.musterm... Max Mustermann <max.musterm... Digital ID File 2027.04.2512:01:39Z
Jane Doe <jane Jane Doe i Digital ID File 2027.04.26 10:58:52Z

John Doe <john.doe@acme.com>

ith@acme.

oe@acme.com>  Digital ID File
Digital ID File

John Smith
ACME department
Issued by: John Smith
ACME department
Valid from: 2022/05/17 12:14:16 +02'00"
Valid to: 2027/05/17 12:14:16 +02'00'
Intended usage: Digital Sig: . Encrypt D . Key A
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2. Adding the handwritten signature as Appearance

If you now want to use the digital ID for signing, usually only your name is

displayed as text to the left of the signature, as shown in the following figure:

Sign as "John Doe"

Appearance | Standard Text v Create

Digitally signed
by John Doe

Date: 2022.05.17
12:55:41 +02'00'

View Certificate Details

Back

To give the signature an individual touch and to make it recognizable as yours,
you can display your handwritten signature instead of the text next to the
signature.

To add a handwritten signature to the appearance of the digital ID, you will need
either a touch or pen-enabled device or an image of your signature in JPEG format
(*.jpg). This can either be a scan of your signature or a signature created on a

touch device with pen input.

Preparation

(Note: The following refer to adding the signature using an image. If you are using
a device with touch or pen input, you can add your handwritten signature directly
via the device without an additional image file. If you want to use this method,
skip the following steps an start directly with the explanations for option 1 (see
page 18)).

Open a program, that can edit PDFs and export or save the edited file as a PDF,

e.g. LibreOffice Draw or OpenOffice Draw. The following steps are explained using

LibreOffice Draw as an example.
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Paste your signature image into the workspace. If the image is not the right size,
as shown in the image below, first crop the image so that the edges are smaller
and the signature fills most of the image.
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The frame of the image will then changes as shown in the image below. Now crop

the image to the right size by trimming the edges so that the signature takes up
almost the entire image area:

Untitied 1 - LibreOffice Draw
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To leave the “"Crop” mode, either click in an empty area next to the image or press
the “Esc” key.

Now set the page size to the dimensions of the image file and, if necessary, re-

center the image on the page so that it fills the entire page. You can find the
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dimensions of the image when it is selected or marked in the properties under the

"Position and size" tab.

¢l

i1

I [ Line
O O m} =/ Position and Size
Position X: 10.50cm

Position Y: 13.75cm
Width: 775cm

4 4fllian] 4

- Height: 5.50 cm
(] O [ Keep ratio

4

Rotation:
Elip:

Arrange:

Align:

* Columns

To resize the page/slide, right-click either the slide or the grey area next to it and

select “Page Properties”.

® o & [

:

Detau Dwes/un S 000000 = - + o

The following window will then open. Enter the dimensions of the image as the
dimensions for the page. The orientation, i.e. whether portrait or landscape format,

should be adjusted automatically. Confirm the information by clicking on “"OK"”.
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Page Properties X
Page Background Transparency
Paper Format
Format: lUser ZI
Width: 7.75cm
Height: 550 cml
Orientation: O _Portr;it
® Landscape Paper tray: l[From printer settings] l]
Margins Layout Settings
Left: 100 cm } Page numbers: [1, . S ZI
Right: 1.00cm -:~ [ Fit object to paper format
Top: 1'60 cm : [ Background covers margins
Bottom: 1.00cm *Ej
Help | Resat | oK Cancel

After confirming the changes, you will probably first see a blank page. The reason
for this is that the position of the image was not changed during the adjustment.
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To find the image of your signature, zoom out further by holding down the Ctrl key

and turning the mouse wheel until you can see the signature again.
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Drag the image onto the page. It should now fill the entire area.
“"‘Ei’ BEa [E O s
=]
-
o
O
I
.
T (n € P M _tsyout Controls  Dimension Lines — —_— e — e .

Export the file as a PDF. This can be done either directly via the toolbar above the
work area to the left of the printer symbol or via the menu under the path “File >
Export as > Export as PDF...".
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| Untitled 1 - LibreOffice Draw
Eile Edit Miew Insert Format Page Shape Tools  Wind

s -E-H-B O &~

R} IPages |Ex|pu:-rt Directly as PDFi

/=] Untitled 1 - LibreOffice Draw
File Edit Wiew Insert Format Page Shape Tools Window

b L & B -
[= Open.. Strg+0O

Open Remote...

+

@ Recent Documents 3
m Close
Wizards »
I—J Templates »
Reload

Versions...

Save Strg+5

0 &0

Save As... Strg+Umschalt+S
Sawe Remote...

Save a Copy...

Save All

Export...

Export As » Export as PDF...
Send ¥ Export Directly as PDF

(Ld 12

Preview in Web Browser

o

Print... Strg+P -

Printer Settings...
Properties...

Digital Signatures » -

@  Exit LibreOffice Strg+Q
T o8 ol

Give the file a suitable name and select the storage location where you can find it

later.
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* | | Properties

® & & @

) Signature John Smith pdf

{ B {

ame: | Signature Johe Smith.paf

PDF - Portable Document Format (*pdf)

= Insert Image.
Margin: Normal (1.90 cm)

Master Page: Default

5 0002000 w @ B -

s + 120

This completes the preparation for inserting the signature.

In the following there are two options to insert the PDF with your signature as an

appearance.

Option 1

Step 1: If you have already opened a document with a digital signature field, click

on the signature field and the following view will open:

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

B T

Jane Doe (Digital ID file)
Issued by: Jane Doe, Expires: 2027.04.26

John Doe (Digital ID file)
Issued by: John Doe, Expires: 2027.05.16

John Smith (Digital ID file)
Issued by: John Smith, Expires: 2027.05.17

Configure New Digital ID

Refresh

View Details

View Details

View Details

Cancel Continue
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Here you can see all usable digital IDs for the signature. Select your ID and click

on “Continue”.

Step 2: The preview for your signature will then appear. By default, your name is
displayed in text form in the left area, as can be seen in the following image. This

is the so-called appearance.

Sign as “John Doe"

Appearance | Standard Text v Create

Digitally signed
by John Doe

Date: 2022.05.17
12:55:41 +02'00'

View Certificate Details

Back

You can now change the appearance or add a new one by clicking on “Create” in

the upper right area of the window above the preview.

Step 3: If you want to create a new appearance or edit an existing one, you get

to the following window:
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Customize the Signature Appearance

= g

Text

Digitally signed by
<your common
name here>

Date: 2022.05.17

14:56:54 +02'00°

Browse Clear
Include Text Text Direction

¥/ Name _IDistinguished Name Auto EE

¥ Date JAdobe Acrobat Version

¥ILogo [JLocation

[_JReason ¥ILabels 0123456789 v

Digits format

Here you can use the bar above the preview to select a form of display. The “Text”
tab allows you to implement the familiar form of the standard view. If you are
using a touch-enabled device, you can insert your handwritten signature directly
via the “Draw” tab. If you are not using a device with a touch function, you can
also add your signature using an image file via the “Image” tab. Under the "None”
tab, you can set that only the right half of the signature is displayed.

Now select the “Image” tab and click “"Browse” under the preview to add your
initially prepared image file to your signature. In the new window (see next figure)

look for the saved PDF file of your signature and confirm the selection with “"Open”.

[#) Offnen X

<« v 4 > DieserPC > Dokumente o

Organisieren v Neuer Ordner
Name Anderungsdatum Hp Grafe
# Schnellzugriff
=] Dokumente
& Downloads
&=/ Bilder

2] Signature John Doe.pdf 25.04.2022 14:17 Adobe Acrobat D... 11KB

@, OneDrive - Personal
[ Dieser PC

¥ Netzwerk

Dateiname: v \ Acrobat PDF Files (*.pdf) v
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Step 4: Once you have added your signature, you can still make various settings
below the preview, what should be displayed on the right side of the signature,
what alignment the text has and in what format the numbers are displayed. It is
recommended to leave the default settings. In the lower left corner of the window,
enter a name under “Preset Name” that you can use to identify the created

appearance in the selection menu. Then confirm all entries by clicking on “Save”.

Customize the Signature Appearance

B 4 @ O

Digitally signed by
<your common
name here>

Date: 2022.05.17

14:59:30 +02'00°

Browse Clear

Include Text Text Direction

¥/Name LI Distinguished Name Auto EE

¥|Date [_JAdobe Acrobat Version

= ) Digits format
¥lLogo L Location

.JReason ¥ Labels 0123456789 v
Preset name | Signature John Doe Cancel Save

Step 5: Once you have confirmed all entries, the setup of the new appearance is
complete. When signing, you can now select your handwritten signature via the
“Appearance” drop-down menu under the designation you previously specified, so
that it is displayed next to the digital ID.
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Sign as “John Doe"

Appearance | Signature John Doe
Standard Text
Max Mustermann
Jane Doe

Signature John Doe

Date 2022.05.17
15:01:49 +02'00°

View Certificate Details

Back

Option 2

Step 1: Open the Adobe Acrobat Reader settings (“Preferences”) in the menu at
the top of the program window via the “Edit” tab. Alternatively, you can also do
this using the shortcut Ctrl + K.
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4= Adobe Acrobat Reader DC bit)

File Edit View Sign W

mended tools for you

More

Edit Text

Find Ctrl+F

Advanced Search Shift+Ctrl+F

Check Spelling
Protection

Accessibility

Preferences...

Step 2: In the settings, select the "Signatures" category and click on the "More..."
button in the "Creation & Appearance" section.
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Preferences X

Categories:
Digital Signatures

Commenting
Documents Creation & Appearance
Full Screen . y :
« Control options for signature creation

» Set the appearance of signatures within a document

General More...

Page Display

Accessibility Verification
Adobe Online Services
Erail Accounts « Control how and when signatures are verified More...
Forms
Identity
Internet Identities & Trusted Certificates
JavaScript
Language
Measuring (2D)
Measuring (3D)
Measuring (Geo) Document Timestamping
Multimedia & 3D
Multimedia (legacy) « Configure timestamp server settings More

« Create and manage identities for signing
» Manage credentials used to trust documents

More...

Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Tracker

Trust Manager

Units

Step 3: To add the prepared image file to your signature, click on the "New..."

button in the "Appearances" area.
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Creation and Appearance Preferences X

Creation
Default Signing Method: v
Default Signing Format: | PKCS#7 - Detached v
When Signing:

[[] Show reasons
[] Show location and contact information
Include signature's revocation status

[JView documents in Preview Mode
Enable Review of Document Warnings: ' When certifying a document v
Prevent Signing Until Warnings Are Reviewed: | When certifying a document v

Use modern user interface for signing and Digital ID configuration

Appearances
Max Mustermann New «— |
John Doe
Jane Doe Edit
Duplicate
Delete
Help | 0K | | Cancel

Step 4: In the “Title” line, enter the name of the appearance under which you will
find it later in the corresponding selection menu. Then select the “Imported
graphic” item in the “Configure graphic” area and click on the “File...” button. In
the window that appears, click on the "Browse...” button and select your signature
saved as a PDF from the appropriate storage location. You can use the preview to

see whether you have selected the correct file. Confirm the selection with “"OK"”.
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Configure Signature Appearance

Title: [Signature John Smith

Preview

Configure Graphic
Show: (O No graphic
® Imported graphic

Digitally signed by your
common name here
Date: 2022.05.17
15:14:52 +02'00'

Import Graphic from:

() Name
Configure Text
Show: Name [[JLocation [[] Distinguished name Loge
Date [[JReason E] Adobe Version Labels
Text Properties
Text Direction: (@) Auto O Left to right O Right to left
Digits: | 0123456789 v
OK . Cancel
Select Picture X
File: }ument/Signature John Smith.pdf Browse...

Sample

1 out of 1images

Cancel

Now you are back in the window with all settings. Under the “Configure text” and

“Text properties” areas, you can set what content should be displayed in the
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signature, what alignment it should have and the format in which the numbers
should be displayed. It is recommended to keep the default settings.

When you have made all the entries, confirm them by clicking on “OK".

Step 5: The creation of the new appearance is now complete. In the “"Appearances”
area you will now also find the new appearance under the name you specified. If
you want to make changes to it later, select the relevant appearance and click on
the "Edit..." button.

Creation and Appearance Preferences X
Creation
Default Signing Method: | Adobe Default Security v
Default Signing Format: | PKCS#7 - Detached v
When Signing:

[] Show reasons
[] Show lecation and contact information
Include signature's revocation status

[] View documents in Preview Mode
Enable Review of Document Warnings: | When certifying a document v
Prevent Signing Until Warnings Are Reviewed: | When certifying a document v

Use modern user interface for signing and Digital ID configuraticn

Appearances
Max Mustermann New
Jane Doe
Signature John Doe Edit
Signature John Smith
Duplicate
Delete
Help | oK | = Cancel
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After you have created the new appearance, you can now find and select it under
the name you chose during signhature via the "Appearance" drop-down menu, as

shown in the following images:

Sign as “John Smith"

Appearance | Signature John Smith

Standard Text

Max Mustermann

Jane Doe

Signature John Doe
i Signature John Smith

Date: 2022.05.17
15:19:46 +02'00'

View Certificate Details

Back

Sign as "John Smith"

Appearance | Signature John Smith v Create

Digitally signed
by John Smith
Date: 2022.05.17
15:19:46 +02'00'

View Certificate Details

Back

28



3. Use digital ID/signature

The use of the digital signature is described using the example of the routing slip
for the mandatory internship at the WIW department. The steps apply analogously

to all other forms.

Step 1: Fill in the required fields.

Proof of practical semester in the bachelor's degree program BW
(presence), TBWI/IE, W'Info

(This form is for internal university purposes only. It does not result in any obligations on the part of the company. The actual intern-

ship contract, which regulates the legal relationship, is concluded between the intern and the company.)

To be completed before the internship

To be filled in by the student:

Name, first name: |Doe, John

Study program:|Bachelor Business Administration

Matriculation

number: 12345

1. Registration of the practical semester in the HIS
has taken place Signature of the Student

Step 2: When you have entered the required data, click on the signature field. The

following window appears:
Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

A ey SvEMASS €A AR IR Y et A s B Sear

Jane Doe (Digital ID file) View Details
Issued by: Jane Doe, Expires: 2027.04.26

John Doe (Digital ID file) View Details
Issued by: John Doe, Expires: 2027.05.16

John Smith (Digital ID file) View Details
Issued by: John Smith, Expires: 2027.05.17

Configure New Digital ID Cancel Continue

Select your signature and confirm with “Continue”.
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Step 3: Select the appearance of the for the left section of the signature (e.g.
“Standard text” or a handwritten signature).

Sign as "John Doe" X Sign as "John Doe"

Appearance [ Standard Text T Appearance ‘ Eatie ohn Doe v ‘ Create Edit
J Oh N Digitally signed / Digitally signed

by John Doe by John Doe
Date: 2022.05.17 Date: 2022.05.18

Doe 12:55:41 +02'00" 09:14:13 +02'00"

Back T Back

Enter the password or PIN for your digital ID in the field at the bottom left and

confirm with “Sign”.

Step 4: When you confirm the signature, a “Save as” window opens. This gives
you the option to save the completed document separately with a name more
appropriate for the recipient and keep the blank template with the original name.

Save the completed and signed document under a new name.

[#) speichern unter X
2t v 0 English Versions durchsuchen

Organisieren v Neuer Ordner e ®

Name Anderungsdatum Tp GroBe
3 Schnellzugriff

| Dokumente
¥4 Downloads
&=/ Bilder

[;I Laufzettel_Praktikum_2018_900h_Vorlage_Digital_english version.pdf 10.02.2022 10:27 Adobe Acrobat D... 99 KB

@ OneDrive - Personal
[ Dieser PC

¥ Netzwerk

EGLE Sl ohnDoe_Laufzettel_Praktikum_900h.pdf] P

Dateityp:  Adobe PDF Files (*.pdf) K

A Ordner ausblenden Abbrechen
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Step 5: With the digital signature, all fields you have edited or filled out have now

been locked so that they can no longer be changed later.

Proof of practical semester in the bachelor's degree program BW
(presence), TBWI/IE, W'Info

(This form is for internal university purposes only. It does not result in any obligations on the part of the company. The actual intern-
ship contract, which regulates the legal relationship, is concluded between the intern and the company.)

To be completed before the internship
To be filled in by the student:

Name, first name: |Doe, John

Matriculation

number: 12345

Study program:[Bachelor Business Administration

Date: 2022.05.18

i| 1. Registration of the practical semesterinthe HIS ...V DA s !

has taken place Signature of the Student H

Digitally signed by John
% / Doe

Now email the completed document to the intended recipient.
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